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1.
Confidentiality Statement

1.1. Broken Rainbow believes that principles of confidentiality must be integrated across all aspects of services ensuring the protection of sensitive information regarding our clients. 

1.2. This document should be read in conjunction with the Data Protection Policy and Procedure and the Contract of Employment.  .

1.3. All staff members, Management Committee members and any other volunteers will be given a copy of this policy as part of their induction at Broken Rainbow.

2. Definition of Confidentiality

2.1. Broken Rainbow understands confidentiality to mean that no information regarding a client shall be given directly or indirectly to any third party which is external to the staff, management or Management Committee of the organisation, without the service user’s prior expressed consent.  

2.2. The term client is used throughout this policy to cover individuals who contact the organisation for help, support and advice.

3. Statistical Recording

3.1. Broken Rainbow is committed to effective statistical recording of service users to enable the organisation to monitor take up of services and to identify any policy issue arising from service use.

3.2. The Chief Executive/Helpline Co-ordinator is responsible for ensuring that all statistical records produced for internal and external use, such as funding applications and monitoring, are in anonymous form so that individuals cannot be recognised.

4. Record Keeping

4.1. All records will be kept in line with the Data Protection Act 1998.

4.2. All information relating to clients and staff will be kept in locked filing cabinets and must be locked away at the end of each day. 

4.3. Any information about clients sent electronically will be password protected.
5. Expressed Consent to Give Information

5.1. Clients will be informed of the intended uses of any information that is traceable to them.  Where possible, they will give their written consent for this information to be used.  Where it is impossible or impractical for written consent to be obtained, verbal consent will be sought and the clients response will be recorded on their file. 

5.2. A client’s permission to share information will be overridden if there is a child protection issue, there is a need to protect the vital interests of the client (i.e. it is a life or death situation), or the organisation is required to do so by law. If this occurs, the breach of confidentiality procedure will be followed. 

6. Breaches of Confidentiality

6.1. Broken Rainbow recognises that occasions may arise where individual workers feel they need to breach confidentiality. We recognise however that any breach of confidentiality may damage the organisations reputation and therefore has to be treated very seriously. Breaches of confidentiality by any of the organisation's staff & volunteers, not in line with this policy, will be considered a disciplinary offence.

6.2. If the breach of confidentiality concerns a child, young person, or vulnerable adult, the Safeguarding policy should be followed.

6.3. On occasions where a staff member/volunteer feels confidentiality should be breached the following steps must be taken:

6.4. The staff member/volunteer should raise the matter with their Chief Executive (or in the Chair if you are a trustee). They must discuss with the Chief Executive the issues involved in the case and explain why confidentiality should be breached and what would be achieved by breaching confidentiality.  The Chief Executive/ Chair is responsible for making the decision on whether confidentiality should be breached.  
6.5. If the Chief Executive agrees to the breach of confidentiality, they will make a full written report on the case and any actions agreed to be undertaken. 

6.6. If the Chief Executive does not agree to breach confidentiality the staff member/volunteer can appeal this decision to the Chair of the Management Committee whose decision is final.  
6.7. The Chief Executive will report all agreed breaches of confidentiality to the Management Committee.
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